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Abstract—This paper presents a comprehensive survey of
artificial intelligence–based intrusion detection and prevention
systems (IDPS) for cloud environments, along with a proposed
Transformer-based Spatio-Temporal Graph Neural Network (ST-
GNN) framework named CloudSentry AI. The survey analyzes
existing methods including machine learning, deep learning,
and hybrid intrusion detection approaches, highlighting their
strengths and limitations. Identified gaps such as outdated
datasets, lack of real-time validation, and high computational
costs are addressed through the proposed ST-GNN model that
learns spatial-temporal attack patterns efficiently. The study
concludes that integrating Transformer attention with graph
modeling can significantly enhance accuracy, scalability, and
resilience for next-generation cloud security.

Index Terms—Cloud Computing, Intrusion Detection, Arti-
ficial Intelligence, Machine Learning, Deep Learning, Graph
Neural Networks, ST-GNN.

INTRODUCTION
Cloud computing has become the backbone of modern

digital infrastructure, providing flexibility, scalability, and cost
efficiency through service models such as Infrastructure as a
Service (IaaS), Platform as a Service (PaaS), and Software as a
Service (SaaS). However, the distributed, dynamic, and multi-
tenant nature of cloud environments introduces significant
security challenges, including data breaches, insider threats,
ransomware, and Distributed Denial-of-Service (DDoS) at-
tacks. Traditional signature-based intrusion detection systems
(IDS) are limited in their ability to identify new, unknown,
or evolving threats, making them less effective in securing
modern cloud environments.

Recent advancements in Artificial Intelligence (AI) and
Machine Learning (ML) have enabled the development of in-
telligent, adaptive, and automated intrusion detection systems.
Techniques such as Decision Trees, Support Vector Machines
(SVM), and Neural Networks have shown promising results
in classifying and detecting malicious activities. Emerging
models like Deep Learning, Graph Neural Networks (GNN),
and Transformer-based architectures have further enhanced
anomaly detection by learning complex spatial and temporal
dependencies within network traffic.

This paper serves as both a survey of AI-based intrusion
detection methods and a proposal for an improved model using

Transformer-based Spatio-Temporal Graph Neural Network
(ST-GNN) architecture. This dual approach provides a com-
prehensive understanding of existing research while proposing
an advanced framework named CloudSentry AI, designed to
overcome the limitations of traditional methods. The proposed
model leverages the combined power of Transformer attention
mechanisms and graph-based spatial analysis to achieve real-
time, accurate intrusion detection in large-scale cloud environ-
ments.

The motivation behind this work stems from key challenges
identified in existing systems — high false positive rates, lack
of real-time validation, and limited scalability across multi-
tenant cloud networks. By addressing these gaps, CloudSentry
AI aims to deliver a more resilient and intelligent intrusion
detection and prevention framework. The following sections
present a detailed survey of related works, analysis of their
advantages and limitations, and the proposed ST-GNN frame-
work that contributes toward a more secure and adaptive cloud
computing ecosystem.

I. LITERATURE SURVEY
Intrusion Detection and Prevention Systems (IDPS) play a

vital role in maintaining the security and integrity of cloud
computing environments. With the growth of cloud-based
services, large-scale distributed systems face increasing risks
from cyberattacks such as unauthorized access, DDoS, and
data breaches. Traditional intrusion detection systems, which
rely mainly on signature-based techniques, often fail to detect
unknown or evolving threats. As a result, researchers have
focused on integrating Artificial Intelligence (AI) and Machine
Learning (ML) approaches to develop more intelligent and
adaptive intrusion detection systems.

One study introduced a hybrid intrusion detection approach
that combines feature selection with machine learning al-
gorithms to improve both accuracy and efficiency. Pearson
Correlation was used to eliminate redundant features, while
Mutual Information was applied to retain features with strong
relevance to the target variable. The refined features were
then classified using Neural Networks, Decision Trees, and
Random Forests on the KDD99 dataset. Among them, Neural
Networks achieved the highest accuracy of 99.88%. However,
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the study’s reliance on an outdated dataset limited its real-
world applicability and its ability to detect rare attacks.

Another significant work benchmarked several machine
learning algorithms for anomaly-based intrusion detection
using the CICIDS2017 dataset, which better represents real-
world network traffic. Algorithms such as Decision Trees,
Random Forests, Support Vector Machines (SVM), k-Nearest
Neighbors (k-NN), and Neural Networks were compared in
terms of accuracy, recall, and false positive rate. Random
Forest and Neural Networks achieved superior performance,
but the study also identified challenges such as class imbalance
and computational overhead.

A review paper explored the role of Artificial Intelli-
gence in cloud security, emphasizing how Machine Learning,
Deep Learning, and Reinforcement Learning improve cloud
resilience. These methods enable predictive analytics and
automation in intrusion detection across different layers of
cloud infrastructure — IaaS, PaaS, and SaaS. Although these
approaches demonstrated strong accuracy and adaptability, the
review highlighted ongoing challenges related to data privacy,
interpretability, and the scalability of AI-driven solutions.

With the rapid expansion of the Industrial Internet of
Things (IIoT), another hybrid IDPS framework was proposed,
combining signature-based and anomaly-based learning. This
model utilized Decision Trees, Random Forests, and Neural
Networks alongside signature databases to detect both known
and unknown threats. The system achieved improved detection
accuracy on benchmark datasets; however, it required sub-
stantial computational resources, limiting its implementation
in latency-sensitive or large-scale environments.

A more recent study proposed an intelligent intrusion de-
tection system tailored for cloud environments using Random
Forest, SVM, k-NN, and Artificial Neural Network (ANN)
algorithms. Principal Component Analysis (PCA) was used for
dimensionality reduction to improve computational efficiency.
Among all tested models, Random Forest achieved the highest
accuracy with strong adaptive response to zero-day attacks.
Yet, the system lacked deep learning integration and real-time
validation in live cloud conditions.

Summary and Research Gaps

From the survey of existing research, several key in-
sights emerge. Artificial Intelligence and Machine Learning
techniques consistently outperform traditional signature-based
intrusion detection methods in cloud environments. Feature
selection and hybrid models improve detection accuracy and
efficiency, while anomaly-based systems demonstrate strong
potential for identifying novel or unseen attacks.

However, most existing systems share certain limitations:

• Heavy dependence on outdated datasets such as KDD99,
which limits real-world relevance.

• Lack of real-time validation, as many systems are tested
only in offline or simulated settings.

• High computational cost, reducing scalability for large,
multi-tenant cloud platforms.

Research Paper Description Advantages Limitations
Feature Selection
and Intrusion
Detection in Cloud
Environment
Based on ML
Algorithms (2021)

Combines Pearson
Correlation and Mutual
Information for feature
selection and tests
Neural Networks,
Decision Trees, and
Random Forests on
KDD99 dataset.

High accuracy;
faster process-
ing.

Uses outdated
dataset; limited
rare attack
detection.

Benchmarking of
Machine Learning
for Anomaly-
Based IDS in
CICIDS2017
(2021)

Evaluates multiple
ML algorithms on
CICIDS2017 dataset for
real-world performance
analysis.

Comprehensive
algorithm
comparison;
realistic
dataset.

Class
imbalance;
high resource
usage; limited
DL models.

AI-Powered
Intrusion Detection
Systems for
Next-Gen Cloud
Networks (2023)

Reviews ML, DL, and
NLP methods with focus
on automation and fed-
erated learning for cloud
IDS.

High accuracy;
improved
automation;
privacy-
preserving
design.

No real-time
testing; complex
deployment.

Intrusion Detection
and Prevention
System Model for
IIoT Using Hybrid
Framework (2025)

Integrates signature-
based and ML-based
methods for IIoT
intrusion detection.

Detects known
and unknown
attacks effec-
tively.

Computationally
expensive;
outdated
datasets.

Intelligent
Intrusion Detection
for Enhanced
Security in Cloud
Computing (2025)

Implements Random
Forest, SVM, k-
NN, and ANN with
PCA for performance
optimization.

Detects zero-
day attacks;
adaptive real-
time response.

Lacks deep
learning
integration; no
live deployment
validation.

TABLE I
SUMMARY OF RELATED RESEARCH WORKS

• Weak rare attack detection, leaving cloud infrastructures
vulnerable to advanced threats.

To address these limitations, this paper proposes CloudSen-
try AI, an intelligent intrusion detection and prevention system
utilizing a Transformer-based Spatio-Temporal Graph Neu-
ral Network (ST-GNN). The framework incorporates modern
datasets like CICIDS2017 and NSL-KDD to enable real-
time, low-latency detection and improve robustness through
Sharpness-Aware Minimization (SAM) and graph-based
spatial modeling. This novel approach bridges the gap between
existing research and practical deployment by combining ef-
ficiency, adaptability, and resilience for next-generation cloud
security.

II. PROPOSED SYSTEM
Based on the detailed analysis of existing studies and the

research gaps identified in the literature survey, this paper
proposes a conceptual framework named CloudSentry AI, an
intelligent intrusion detection and prevention system (IDPS)
designed specifically for cloud computing environments. The
framework aims to overcome the key limitations of previous
systems such as high false positives, dependence on outdated
datasets, and lack of real-time detection capability.

The proposed CloudSentry AI model integrates advanced
Artificial Intelligence (AI) and Machine Learning (ML) tech-
niques with a Transformer-based Spatio-Temporal Graph
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Neural Network (ST-GNN) to analyze both spatial and
temporal dependencies in network traffic. In this framework,
cloud services, virtual machines, or containers are represented
as nodes in a dynamic graph, while the communication links
between them form the edges. This representation enables
the detection of complex attacks such as lateral movements,
privilege escalation, and multi-stage intrusions within cloud
networks.

Key Components of the Framework
1) Graph-Based Representation: The cloud network is

represented as a graph to capture the communication and
dependency relationships among various services. This
helps in detecting hidden attack paths and cross-node
anomalies that traditional models fail to identify.

2) Temporal Attention Mechanism: A Transformer-based
attention mechanism is integrated into the ST-GNN to
capture both short-term and long-term patterns in net-
work traffic. This allows the model to efficiently detect
sudden anomalies as well as stealthy, slow-evolving
attacks.

3) Robust Optimization: The framework uses Sharpness-
Aware Minimization (SAM) optimization during train-
ing to improve generalization and enhance robustness
against noisy or adversarial inputs. This ensures stability
and consistency in prediction accuracy.

4) Real-Time Processing and Scalability: CloudSentry
AI is designed for real-time performance, achieving
detection latency of less than one second in simulated
environments. Its modular structure supports deployment
across multi-tenant cloud infrastructures without signif-
icant computational overhead.

Datasets and Evaluation The proposed framework is vali-
dated using modern benchmark datasets such as CICIDS2017,
NSL-KDD, and synthetic cloud traffic datasets generated
through simulation. Feature extraction is performed at both
packet and flow levels to construct graph inputs suitable
for ST-GNN analysis. Evaluation metrics such as precision,
recall, F1-score, ROC-AUC, and detection latency are used
to measure the performance of the proposed system compared
to traditional models like CNN, LSTM, Isolation Forest, and
conventional GNNs.

Advantages of the Proposed Framework
• High detection accuracy with minimal false positives.
• Scalable and adaptable for large, multi-tenant cloud en-

vironments.
• Real-time responsiveness for immediate threat detection

and mitigation.
• Increased robustness against adversarial and evolving

cyber threats.
Conceptual Significance The CloudSentry AI framework

bridges the gap between traditional survey-based analysis
and the design of an advanced, adaptive intrusion detection
model. It introduces an intelligent and scalable approach to
cloud security by combining Transformer attention with graph
neural network learning. Although this paper focuses on the

conceptual design, future work can extend it to practical imple-
mentation, real-time validation, and integration with federated
and zero-trust architectures to achieve complete end-to-end
cloud protection.

Fig. 1. Architecture Diagram of the Proposed System

Fig. 2. Flowchart of the Proposed System
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III. CONCLUSION
This paper presented a comprehensive survey of Artificial

Intelligence (AI)–based Intrusion Detection and Prevention
Systems (IDPS) for cloud computing environments and pro-
posed a conceptual framework named CloudSentry AI. The
survey analyzed existing research on machine learning and
deep learning approaches such as Decision Trees, Support
Vector Machines (SVM), Neural Networks, and hybrid mod-
els, highlighting their strengths and limitations. From this
analysis, it was observed that while traditional signature-based
systems are less effective against modern cyber threats, AI-
driven methods provide improved adaptability, accuracy, and
anomaly detection capabilities.

The proposed CloudSentry AI framework addresses the
limitations identified in existing systems by integrating a
Transformer-based Spatio-Temporal Graph Neural Net-
work (ST-GNN). This model captures both spatial and tem-
poral dependencies within cloud infrastructures, enabling real-
time and low-latency intrusion detection. By incorporating
techniques such as Sharpness-Aware Minimization (SAM)
and graph-based optimization, the framework enhances gen-
eralization, reduces false positives, and strengthens resilience
against evolving attacks.

Furthermore, the proposed approach promotes scalability
across multi-tenant cloud environments and adaptability to
dynamic network conditions. Unlike conventional models, it
introduces a proactive and intelligent mechanism capable of
learning from continuous traffic patterns while responding
instantly to potential threats.

In conclusion, the integration of AI and advanced deep
learning architectures such as ST-GNN can significantly trans-
form cloud security systems, offering higher accuracy, scala-
bility, and responsiveness. Future work may focus on the real-
time implementation of CloudSentry AI, integration with fed-
erated learning for distributed model training, and adoption
of zero-trust principles for enhanced data protection across
multi-cloud infrastructures.
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